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Summary:

Criminal liability for cybercrimes is based on the principles of freedom of

choice, discernment, and awareness at the time of committing the offense. Cybercrime
is considered a modern form of criminality occurring in digital space, contrary to
traditional crime that takes place in the physical realm. It represents one of the most
prominent security threats in our time by exploiting digital tools to access information

systems and personal data without authorization, modifying, or breaching them.

These crimes vary between crimes committed using an information system such

as online defamation and libel and crimes committed against an information system
such as computer programs and hacking. Their danger is exacerbated by the cross-
border nature of the internet. Combatting and addressing this crime requires advanced
techniques and experts specialized in digital forensics to strengthen digital legislation
and international cooperation through institutional mechanisms, such as Afripol,
Europol, and Eurojust, to combat it effectively and impose maximum penalties on

perpetrators.
Keywords:

Criminal Liability - Cybercrime - Digital Space - Information System —
Computer - Electronic Fraud - Electronic Search — E-commerce - Electronic Forgery

Electronic Blackmail - Traditional Crime.
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